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Appendix B. How We Think? CBR Attack Probability  
 
This appendix presents a concept for estimating the probability of CBRN attack. This is a 
generic and subjective model that can be used as one of several ways of estimating 
terrorist intent and capability to use CBRN attack. Sample figures display chemical, TIM, 
biological, and [radiological] nuclear threat estimation processes and can apply to 
conventional and unconventional threats. 
 
A terrorist with the intent to use WMD will make a methodical study of the target 
population and how they think and normally act. Recent incidents of toxic industrial 
chemicals and material weaponized with conventional explosives is relatively 
insignificant when compared to a full range of terrorist intention to cause catastrophic 
effects with a weapon of mass destruction.   
 
What is the threat of WMD attack while deployed, in-transit, and part of an institutional 
force. What High Risk Targets (HRT) and Mission Essential Vulnerable Areas (MEVA) 
are possible or probable terrorist objectives? What does situational awareness of the 
operational environment indicate as likely or most likely targeting? Will a less than likely 
target be selected by a terrorist because it is vulnerable to a particular type of WMD and 
has identified weaknesses to exploit for attack?     
 
What are the threat advantages and disadvantages of each type of weapon of mass 
destruction? Will multiple attacks be planned to occur nearly simultaneous to each other? 
Will a single person penetration of protection measures provide the necessary access to a 
high risk target or mission essential area to indicate attack success? 
 
Targets and objectives relate to timing and intent and capabilities.  An installation may 
consider large special events such as a 4th of July celebration or regular congregation of 
massed people as lucrative targets. Infrastructure may include water treatment facilities 
and associated chemical reservoirs or electrical connections to regional electrical power 
grids.  Targets may exist outside of institutional or operational forces that would have 
crippling effects on the military forces and mission conduct. Examples include sea and air 
ports of embarkation and debarkation, transportation transfer points, or temporary staging 
and training areas. 
 
Besides physical damage and destruction with kinetic blast effects or toxic chemicals, 
biological and radiological contamination can be far more devastating to a target 
population. The specter of contagious disease or long term radiation effects on people and 
property will be planned by terrorists to cause massive physical and psychological impacts.  
 
The terrorist plans and conducts missions with the expectation of success. What is 
achievable by a terrorist will be based on target analysis of what is critical or mission 
essential, recognizable, accessible, and vulnerable? 
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 Glossary-1 

 
Glossary 

 
antiterrorism: (AT) (JP 1-02) — Defensive measures used to reduce the vulnerability of individuals and 

property to terrorist acts, to include limited response and containment by local military forces.  
 
AOR: Area of Responsibility 
 
asset (terrorist):  A resource — person, group, relationship, instrument, installation, or 

supply — at the disposition of a terrorist organization for use in an operational or support role. Often 
used with a qualifying term such as suicide asset or surveillance asset. Based upon JP 1-02 asset 
(intelligence). 

 
biological agent: (JP 1-02) — A microorganism that causes disease in personnel, plants, or animals or 

causes the deterioration of materiel. 
 
biological weapon: (JP 1-02) — An item of materiel, which projects, disperses, or disseminates a 

biological agent including arthropod vectors. 
 
CBIRF: Chemical-Biological Incident Response Force. 
  
CBRNE: Chemical, biological, radiological, nuclear, and high yield explosive categories normally 

associated with weapons of mass destruction. 

 
chemical weapon: (JP 1-02) — Together or separately, (a) a toxic chemical and its precursors, except 

when intended for a purpose not prohibited under the Chemical Weapons Convention; (b) a munition or 
device, specifically designed to cause death or other harm through toxic properties of those chemicals 
specified in (a), above, which would be released as a result of the employment of such munition or 
device; (c) any equipment specifically designed for use directly in connection with the employment of 
munitions or devices specified in (b) above. 

 
conflict: (Army) — A political-military situation between peace and war, distinguished from peace by the 

introduction of organized political violence and from war by its reliance on political methods. It shares 
many of the goals and characteristics of war, including the destruction of governments and the control 
of territory. See FM 100-20. 

 
COCOM: Combatant command, that is, command authority. See page 247 footnote of handbook. (JP 1-02) 
 
consequence management: Traditionally, consequence management has been predominantly an 

emergency management function and included measures to protect public health and safety, restore 
essential government services, and provide emergency relief to governments, businesses, and 
individuals affected by the consequences of terrorism. The requirements of consequence 
management and crisis management are combined in the NRP.  

  
CONUS: Continental United States 
 
counterterrorism: (CT)  Offensive measures taken to prevent, deter, and respond to terrorism.  
 
crisis management: Traditionally, crisis management was predominantly a law enforcement function 

and included measures to identify, acquire, and plan the use of resources needed to anticipate, 
prevent, and/or resolve a threat or act of terrorism. The requirements of consequence management 
and crisis management are combined in the NRP. 
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cyber-terrorism: (FBI) — A criminal act perpetrated by the use of computers and telecommunications 
capabilities, resulting in violence, destruction and/or disruption of services to create fear by causing 
confusion and uncertainty within a given population, with the goal of influencing a government or 
population to conform to a particular political, social, or ideological agenda. 

 
Designated Foreign Terrorist Organization: (DFTO)  A political designation determined by the U.S. 

Department of State. Listing as a DFTO imposes legal penalties for membership, prevents travel into 
the U.S., and proscribes assistance and funding activities within the U.S. or by U.S. citizens. From 
Patterns of Global Terrorism 2001, U.S. Department of State. 

 
DIRLAUTH:  Direct liaison authorized 
 
DHS:  Department of Homeland Security 
 
Emergency Support Functions: (ESF) See National Response Plan (NRP). 
 
failed state:   For the purposes of this circular, a dysfunctional state which also has multiple competing 

political factions in conflict within its borders, or has no functioning governance above the local level. 
This does not imply that a central government facing an insurgency is automatically a failed state. If essential 
functions of government continue in areas controlled by the central authority, it has not “failed.”  

 
force protection: Security program designed to protect Service members, civilian employees, family 

members, facilities, and equipment, in all locations and situations, accomplished through planned and 
integrated application of combating terrorism, physical security, operations security, personal protective 
services, and supported by intelligence, counterintelligence, and other security programs.  

 
force protection condition (FPCON): There is a graduated series of Force Protection Conditions ranging 

from Force Protection Conditions Normal to Force Protection Conditions Delta. There is a process by 
which commanders at all levels can raise or lower the Force Protection Conditions based on local 
conditions, specific threat information and/or guidance from higher headquarters. The four Force 
Protection Conditions above normal are: 

  
Force Protection Condition ALPHA --This condition applies when there is a general threat of possible 

terrorist activity against personnel and facilities, the nature and extent of which are unpredictable, and 
circumstances do not justify full implementation of Force Protection Conditions BRAVO measures. The 
measures in this Force Protection Conditions must be capable of being maintained indefinitely. 

 
Force Protection Condition BRAVO --This condition applies when an increased and more predictable 

threat of terrorist activity exists. The measures in this Force Protection Conditions must be capable 
of being maintained for weeks without causing undue hardship, affecting operational capability, 
and aggravating relations with local authorities. 

 
Force Protection Condition CHARLIE --This condition applies when an incident occurs or intelligence 

is received indicating some form of terrorist action against personnel and facilities is imminent. 
Implementation of measures in this Force Protection Conditions for more than a short period probably 
will create hardship and affect the peacetime activities of the unit and its personnel. 

 
Force Protection Condition DELTA --This condition applies in the immediate area where a terrorist 

attack has occurred or when intelligence has been received that terrorist action against a specific 
location or person is likely. Normally, this Force Protection Conditions is declared as a localized condition.   

 
guerrilla warfare: (JP 1-02, NATO) — Military and paramilitary operations conducted in enemy-held or 

hostile territory by irregular, predominantly indigenous forces. (See also unconventional warfare (UW).  
 
HD: Homeland Defense. 
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HS: Homeland Security. 
 
Homeland Security Advisory System (HSAS):  The advisory system provides measures to remain 

vigilant, prepared, and ready to deter terrorist attacks. The following Threat Conditions each represent 
an increasing risk of terrorist attacks. Beneath each Threat Condition are suggested protective 
measures, recognizing that the heads of Federal departments and agencies are responsible for 
developing and implementing appropriate agency-specific protective measures:  

 
• Low Condition (Green). This condition is declared when there is a low risk of terrorist 

attacks. Federal departments and agencies should consider the following general measures in 
addition to the agency-specific Protective Measures they develop and implement: refining and 
exercising as appropriate preplanned Protective Measures; ensuring personnel receive proper 
training on the Homeland Security Advisory System and specific preplanned department or 
agency Protective Measures; and institutionalizing a process to assure that all facilities and 
regulated sectors are regularly assessed for vulnerabilities to terrorist attacks, and all 
reasonable measures are taken to mitigate these vulnerabilities. 

  
• Guarded Condition (Blue). This condition is declared when there is a general risk of terrorist 

attacks. In addition to the Protective Measures taken in the previous Threat Condition, Federal 
departments and agencies should consider the following general measures in addition to the 
agency-specific Protective Measures that they will develop and implement: checking 
communications with designated emergency response or command locations; reviewing and 
updating emergency response procedures; and providing the public with any information that 
would strengthen its ability to act appropriately. 

  
• Elevated Condition (Yellow). An Elevated Condition is declared when there is a significant 

risk of terrorist attacks. In addition to the Protective Measures taken in the previous Threat 
Conditions, Federal departments and agencies should consider the following general measures 
in addition to the Protective Measures that they will develop and implement: increasing 
surveillance of critical locations; coordinating emergency plans as appropriate with nearby 
jurisdictions; assessing whether the precise characteristics of the threat require the further 
refinement of preplanned Protective Measures; and implementing, as appropriate, contingency 
and emergency response plans.  

 
• High Condition (Orange). A High Condition is declared when there is a high risk of terrorist 

attacks. In addition to the Protective Measures taken in the previous Threat Conditions, 
Federal departments and agencies should consider the following general measures in addition 
to the agency-specific Protective Measures that they will develop and implement: 
coordinating necessary security efforts with Federal, State, and local law enforcement 
agencies or any National Guard or other appropriate armed forces organizations; taking 
additional precautions at public events and possibly considering alternative venues or even 
cancellation; preparing to execute contingency procedures, such as moving to an alternate site or 
dispersing their workforce; and restricting threatened facility access to essential personnel only. 

 
• Severe Condition (Red). A Severe Condition reflects a severe risk of terrorist attacks. Under 

most circumstances, the Protective Measures for a Severe Condition are not intended to be 
sustained for substantial periods of time. In addition to the Protective Measures in the 
previous Threat Conditions, Federal departments and agencies also should consider the 
following general measures in addition to the agency-specific Protective Measures that they 
will develop and implement: increasing or redirecting personnel to address critical emergency 
needs; signing emergency response personnel and pre-positioning and mobilizing specially trained 
teams or resources; monitoring, redirecting, or constraining transportation systems; and closing 
public and government facilities. 

 
HSPD: Homeland Security Presidential Directive. 
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HUMINT:  Human intelligence. 
 
HYE:  High Yield Explosive. 
 
IED:  Improvised Explosive Device.  Devices that have been fabricated in an improvised manner and that 

incorporate explosives or destructive, lethal, noxious, pyrotechnic, or incendiary chemicals in their design. 
 
insurgency: (JP 1-02, NATO) — An organized movement aimed at the overthrow of a constituted 

government through the use of subversion and armed conflict.  
 
international: of, relating to, or affecting two or more nations (Webster’s). For our purposes, affecting two 

or more nations. 
 
JTF: Joint Task Force. 
 
millenarian: Apocalyptic; forecasting the ultimate destiny of the world; foreboding imminent disaster 

or final doom; wildly unrestrained; ultimately decisive. (Merriam –Webster’s) 
 
narco-terrorism: (JP 3-07.4) Terrorism conducted to further the aims of drug traffickers. It may include 

assassinations, extortion, hijackings, bombings, and kidnappings directed against judges, prosecutors, 
elected officials, or law enforcement agents, and general disruption of a legitimate government to divert 
attention from drug operations.  

 
nation: A community of people composed of one or more nationalities and possessing a more or less 

defined territory and government or a territorial division containing a body of people of one or more 
nationalities and usually characterized by relatively large size and independent status. 

 
nation-state: A form of political organization under which a relatively homogeneous people inhabits a 

sovereign state; especially a state containing one as opposed to several nationalities. 
 
National Incident Management System: (NIMS). See National Incident Management System published 

by the Department of Homeland Security, 1 March 2004.  The NIMS represents a core set of doctrine, 
concepts, principles, technology and organizational processes to enable effective, efficient, and 
collaborative incident management.  Nationwide context is an all-hazards, all jurisdictional levels, and 
multi-disciplines approach to incident management.   

 
National Response Plan: (NRP) The National Response Plan (December 2004) is an all-discipline, all-

hazards plan that establishes a single, comprehensive framework for the management of domestic 
incidents. It provides the structure and mechanisms for the coordination of Federal support to State, 
local, and tribal incident managers and for exercising direct Federal authorities ad responsibilities.  

 
nuclear weapon: (JP 1-02) — A complete assembly (i.e., implosion type, gun type, or thermonuclear 

type), in its intended ultimate configuration which, upon completion of the prescribed arming, fusing, 
and firing sequence, is capable of producing the intended nuclear reaction and release of energy. 

 
OPCON:  Operational control, that is, transferable command authority.  See Appendix H of terrorism 

handbook. (JP 1-02).  
 
operations security: (OPSEC) A process of identifying critical information and subsequently analyzing 

friendly actions attendant to military operations and other activities to: a. Identify those actions that can 
be observed by adversary intelligence systems. b. Determine indicators hostile intelligence systems 
might obtain that could be interpreted or pieced together to derive critical information in time to be 
useful to adversaries. c. Select and execute measures that eliminate or reduce to an acceptable level the 
vulnerabilities of friendly actions to adversary exploitation. Also called OPSEC. (Joint Pub 1-02) 
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physical security: That part of security concerned with physical measures designed to safeguard personnel; 
to prevent unauthorized access to equipment, installations, material and documents; and to safeguard 
them against espionage, sabotage, damage, and theft. (Joint Pub1-02) 

 
POTUS:  President of the United States. 
 
Radiological Emitting Device: (RED) A device designed to disseminate radioactive material in order to 

cause destruction, damage, or injury by means of the radiation produced by the decay of such material.  
RED dissemination techniques can include intense, short duration exposure or progressive, long-term 
exposure to radiation. 

 
radiological operation: (JP 1-02) — The employment of radioactive materials or radiation producing 

devices to cause casualties or restrict the use of terrain. It includes the intentional employment of fallout 
from nuclear weapons. 

 
setback: Distance between outer perimeter and nearest point of buildings or structures within. Generally 

referred to in terms of explosive blast mitigation. 
 
state: A politically organized body of people usually occupying a definite territory; especially one that 

is sovereign. 
 
TACON: Tactical control, that is, command authority with detailed limitations and responsibilities inherent 

to operational control.  (JP 1-02). 
 
terror tactics: Given that the Army defines tactics as “the art and science of employing available means to 

win battles and engagements,” then terror tactics should be considered “the art and science of 
employing violence, terror and intimidation to inculcate fear in the pursuit of political, religious, or 
ideological goals.” 

 
terrorism: (JP 1-02) — The calculated use of violence or threat of violence to inculcate fear; intended to 

coerce or to intimidate governments or societies in the pursuit of goals that are generally political, 
religious, or ideological. 

 
terrorist: (JP 1-02) — An individual who uses violence, terror, and intimidation to achieve a result.  
 
terrorist goals: The term goals will refer to the strategic end or end state that the terrorist objectives are 

intended to obtain. 
 
terrorist group: Any group practicing, or that has significant subgroups that practice, international 

terrorism (U.S. Dept of State) 
 
terrorist objectives: The standard definition of objective is – “The clearly defined, decisive, and attainable 

aims which every military operation should be directed towards” (JP 1-02). For the purposes of this 
work, terrorist objectives will refer to the intended outcome or result of one or a series of terrorist 
operations or actions.  

 
toxic chemical: (JP 1-02) (DOD) Any chemical which, through its chemical action on life processes, can 

cause death, temporary incapacitation, or permanent harm to humans or animals. This includes all such 
chemicals, regardless of their origin or of their method of production, and regardless of whether they are 
produced in facilities, in munitions or elsewhere. 

 
toxin agent: (JP 1-02) — A poison formed as a specific secretion product in the metabolism of a vegetable 

or animal organism, as distinguished from inorganic poisons. Such poisons can also be manufactured by 
synthetic processes. 
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toxic industrial biologicals (JP 1-02) Any biological material manufactured, used, transported, or stored 
by industrial, medical, or commercial processes. For example: infectious waste and as biological 
samples (e.g., biopsies, disease for research). Also called TIB. 

  
toxic industrial chemicals: (JP 1-02) Any chemical manufactured, used, transported, or stored by 

industrial, medical, or commercial processes. For example: pesticides, petrochemicals, fertilizers, 
corrosives, poisons, etc. Also called TIC; and (National Military Strategy to Combat Weapons of Mass 
Destruction) Any chemical substance that can render forces ineffective under normal mission-oriented 
protective posture conditions. Primarily an inhalation hazard, but forces can receive dosage through 
ingestions or absorption through the skin. NOTE: “Toxic industrial chemicals” is implied within the 
general discussion of the term “chemical agents,” but this term does not apply within the definition of 
“chemical warfare agents” due to their dual-use capability.  

 
toxic industrial material: (JP 1-02) Any toxic industrial material manufactured, stored, transported, or 

used in industrial or commercial processes. It includes toxic industrial chemicals, toxic industrial 
radiologicals, and toxic industrial biologicals. Also called TIM; and (National Military Strategy to 
Combat Weapons of Mass Destruction) Any substance that, in a given quantity, produces toxic effect 
in exposed personnel through inhalation, ingestion, or absorption. 

 
toxic industrial radiologicals. (JP 1-02) Any radiological material manufactured, used, transported, or 

stored by industrial, medical, or commercial processes. For example: spent fuel rods, medical sources, 
etc. Also called TIR.  

  
transnational: Extending or going beyond national boundaries (Webster’s). In this context, not limited to 

or centered within a single nation. 
 
unified command: As a term in the Federal application of the Incident Command System (ICS), defines 

agencies working together through their designated Incident Commanders at a single Incident 
Command Post (ICP) to establish a common set of objectives and strategies, and a single Incident 
Action Plan.  This is NOT “unified command” as defined by the Department of Defense. 

 
USNORTHCOM:  U.S. Northern Command. 
 
UXO:  Unexploded ordnance 
 
VBIED:  Vehicle Borne Improvised Explosive Device 
 
WOT:  War on Terrorism 
 
WEG: Worldwide Equipment Guide. A document produced by the TRADOC G2 – Threats that provides 

the basic characteristics of selected equipment and weapons systems readily available for use by the 
OPFOR. 

 
WMD:  (JP 1-02) - Weapons of Mass Destruction.  Weapons that are capable of a high order of destruction 

and/or of being used in such a manner as to destroy large numbers of people. Weapons of mass destruction 
can be high explosives or nuclear, biological, chemical, and radiological weapons, but exclude the means of 
transporting or propelling the weapon where such means is a separable and divisible part of the weapon.  

 
WMD-CST:  Weapons of Mass Destruction – Civil Support Team 
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