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SMALLPOX

™

Frequently Asked Questions About Smallpox

IN GENERAL

What should I know about smallpox?

Smallpox is an acute, contagious, and sometimes fatal disease caused by the variola virus (an
orthopoxvirus), and marked by fever and a distinctive progressive skin rash. In 1980, the disease was
declared eradicated following worldwide vaccination programs. However, in the aftermath of the events of
September and October, 2001, the U.S. government is taking precautions to be ready to deal with a
bioterrorist attack using smallpox as a weapon. As a result of these efforts: 1) There is a detailed
nationwide smallpox preparedness program to protect Americans against smallpox as a biological weapon.
This program includes the creation of preparedness teams that are ready to respond to a smallpox attack
on the United States. Members of these teams - health care and public health workers - are being
vaccinated so that they might safely protect others in the event of a smallpox outbreak. 2) There is

How serious is the smallpox threat?
The deliberate release of smallpox as an epidemic disease is now |egarde-d as a possibility, and the United
States is taking precautions to deal with this possibility. (added 13,

How dangerous is the smallpox threat?

Smallpox is classified as a Category A agent by the Centers for Disease Control and Prevention. Category
A agents are believed to pose the greatest potential threat for adverse public health impact and have a
moderate to high potential for large-scale dissemination. The public is generally more aware of category A
agents, and broad-based public health preparedness efforts are necessary. Dther Category A agents are
anthrax, plague, botulism, tularemia, and viral hemorrhagic fevers. (added Mov 13, 2002)

If I am concerned about a smallpox attack, can I go to my doctor and get the smallpox
vaccine?

At the moment, the smallpox vaccine is not available for members of the general public. In the event of a
smallpox outbreak however, there is enough smallpox vaccine to vaccinate everyone in the United States.

(updated Dec 29, 2004)

THE DISEASE

What are the symptoms of smallpox?

The symptoms of smallpox begin with high fever, head and body aches, and sometimes vomiting. A rash
follows that spreads and progresses to raised bumps and pus ﬂlled blisters that crust, scab, and fall off
after about three weeks, leaving a pitted scar. (add=d Mov 2002

If someone comes in contact with smallpox, how long does it take to show symptoms?
After exposure, it takes between 7 and 17 days for symptoms of smallpox to appear (average incubation

time is 12 to 14 days). During this time, the infected person feels fine and is not contagious. (add=d Mov 12
2002}
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Is smallpox fatal?

The majority of patients with smallpox recover, but death may eccur in up to 30% of cases. Many
smallpox survivors have permanent scars over large areas of their body, especially their face. Some are
left blind. (added Nov 13, 2002)

How is smallpox spread?

Smallpox nermally spreads from contact with infected persons. Generally, direct and fairly prolonged face-
to-face contact is required to spread smallpox from one person to another. Smallpox also can be spread
through direct contact with infected bodily fluids or contaminated objects such as bedding or clothing.
Indirect spread is less common. Rarely, smallpox has been spread by virus carried in the air in enclosed
settings such as buildings, buses, and trains. Smallpox is not known to be transmitted by insects or
animals. (added Nov 13, 2002

If smallpox is released in aerosol form, how long does the virus survive?

The smallpox virus is fragile. In laboratory experiments, 90% of aerosolized smallpox virus dies within 24
hours; in the presence of ultraviolet (UV) light, this percentage would be even greater. If an aerosol
release of smallpox occurs, 90% of virus matter will be inactivated or dissipated in about 24 hours. (add=d

Mow 13, 2002)

How many people would have to get smallpox before it is considered an outbreak?
One confirmed case of smallpox is considered a public health emergency. (sdded Mov 13, z002)

Is smallpox contagious before the smallpox symptoms show?

A person with smallpox is sometimes contagious with onset of fever (prodrome phase), but the person
becomes maost contagious with the onset of rash. The infected person is contagious until the last smallpox
scab falls off. (added Nov 13, 2002)

Is there any treatment for smallpox?

Smallpox can be prevented through use of the smallpox vaccine. There is no proven treatment for
smallpox, but research to evaluate new antiviral agents is ongoing. Early results from laboratory studies
suggest that the drug cidofovir may fight against the smallpox virus; currently, studies with animals are
being done to better understand the drug’s ability to treat smallpox disease (the use of cidofovir to treat
smallpox or smallpox reactions should be evaluated and monitored by experts at NIH and CDC). Patients
with smallpox can benefit from supportive therapy (e.g., intravenous fluids, medicine to control fever or
pain} and antibiotics for any secondary bacterial infections that may occur. (updated Dec 2, 2002)

For more information, visit www.cdc.gov/smallpox, or call CDC at
800-CDC-INFO (English and Spanish) or 888-232-6348 (TTY).

December 29, 2004 Paﬁe 2of 2

DEPARTMENT OF HEALTH AND HUMAN SERVICES
CENTERS FOR DISEASE CONTROL AND PREVENTION
SAFER-HEALTHIER+* PEOFPLE"

A-58



TRADOC G2 Handbook No. 1.04 20 August 2007

SMALLPOX

SMALLPOX FACT SHEET
Smallpox Overview

The Disease

Smallpox is a serious, contagious, and sometimes fatal infectious disease. There is no specific treatment
for smallpox disease, and the only prevention is vaccination. The name smallpox is derived from the Latin
word for "spotted” and refers to the raised bumps that appear on the face and body of an infected person.

There are two clinical forms of smallpox. Variola major is the severe and most common form of smallpozx,
with a more extensive rash and higher fever. There are four types of variola major smallpox: erdinary (the
most frequent type, accounting for 90% or more of cases); medified (mild and occurring in previously
vaccinated persons); flat; and hemorrhagic (both rare and very severe). Historically, variola major has an
overall fatality rate of about 30%; however, flat and hemerrhagic smallpox usually are fatal. Variola minor
is a less commeon presentation of smallpox, and a much less severe disease, with death rates historically
of 1% or less.

Smallpox cutbreaks have occurred from time to time for thousands of years, but the disease is now
eradicated after a successful worldwide vaccination program. The last case of smallpox in the United
States was in 1949, The last naturally occurring case in the world was in Somalia in 1977, After the
disease was eliminated frem the world, routine vaccination against smallpox among the general public was
stopped because it was no longer necessary for prevention.

Where Smallpox Comes From

Smallpox is caused by the variola virus that emerged in human populations thousands of years ago.
Except for laboratory stockpiles, the variola virus has been eliminated. However, in the aftermath of the
events of September and October, 2001, there is heightened concern that the variola virus might be used
as an agent of bioterrorism. For this reason, the U.S. government is taking precautions for dealing with a
smallpox outbreak.

Transmission

Generally, direct and fairly prolonged face-to-face contact is required to spread smallpox from one person
to another. Smallpox also can be spread through direct contact with infected bodily fluids or contaminated
objects such as bedding or clothing. Rarely, smallpox has been spread by virus carried in the air in
enclosed settings such as buildings, buses, and trains. Humans are the only natural hosts of variola.
Smallpox is not known to be transmitted by insects or animals.

A person with smallpox is sometimeas contagious with enset of fever (prodrome phase), but the person
becomes meost contagious with the onset of rash. At this stage the infected person is usuzally very sick and
not able to move around in the community. The infected person is contagious until the last smallpox scab
falls off.
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Smallpox Disease

Incubation Period
{Duration: 7 to 17 days)
Not contagious

Exposure to the virus is followed by an incubation peried during which people
do not have any symptoms and may feel fine. This incubation period averages
about 12 to 14 days but can range from 7 to 17 days. During this time, people
are not contagious.

Initial Symptoms

The first symptoms of smallpox include fever, malaise, head and body aches,

{Duration: about 4 days)
Most contagious

Rash distribution:

SMALLPOX

CHICKENPOX

(Prodrome) and sometimes vomiting. The fever is usually high, in the range of 101 to 104
(Duration: 2 to 4 days) degrees Fahrenheit. At this time, people are usually too sick to carry on their
Sometimes normal activities. This is called the prodirome phase and may last for 2 to 4
contagious™* days.

Early Rash A rash emerges first as small red spots on the tongue and in the mouth.

These spots develop into sores that break open and spread large amounts of
the virus into the mouth and threat. At this time, the person becomes most
contagious.

Around the time the sores in the mouth break down, a rash appears on the
skin, starting on the face and spreading to the arms and legs and then to the
hands and feet. Usuzlly the rash spreads to all parts of the body within 24
hours. As the rash appears, the fever usually falls and the person may start to
feel better.

By the third day of the rash, the rash becomes raised bumps.
By the fourth day, the bumps fill with a thick, opaque fluid and often have a
depression in the center that looks like a bellybutton. (This is 2 major

distinguishing characteristic of smallpox.)

Fever often will rise again at this time and remain high until scabs form over
the bumps.

Pustular Rash
(Duration: about 5 days)
Contagious

The bumps become pustules—sharply raised, usually round and firm to the
touch as if there’s a small round object under the skin. People often say the
bumps feel like BB pellets embedded in the skin.

Pustules and Scabs
{Duration: about 5 days)

Contagious

The pustules begin to form a crust and then scab.

By the end of the second week after the rash appears, most of the sores have
scabbed over.

Resolving Scabs
{Duration: about 6 days)
Contagious

The scabs begin to fall off, leaving marks on the skin that eventually become
pitted scars. Most scabs will have fallen off three weeks after the rash
appears.

The person is contagious to others until all of the scabs have fallen off.

Scabs resolved
Not contagious

Scabs have fallen off. Person is no longer contagious.

*Smallpox may be contagious during the prodrome phase, but is most infectious during the first 7 to 10
days following rash onset.

For more information, visit www.cdc.gov/smallpox, or call CDC at
B00-CDC-INFO (English and Spanish) or 888-232-6348 (TTY).

August 9, 2004
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TULAREMIA

4]

FACT SHEET
Key Facts About Tularemia
This fact sheet provides important information that can help you recognize and get treated for tularemia.

For more detailed information, please visit the Centers for Disease Control and Prevention (CDC)
Tularemia Web site (www.bt.cdc.gov/agent/tularemia).

What is Tularemia?

Tularemia is a potentially serious iliness that occurs naturally in the United States. It is caused by the
bacterium Francisella tularensis found in animals (especially rodents, rabbits, and hares).

What are the Symptoms of Tularemia?

Symptoms of tularemia could include:
sudden fever

chills

headaches

diarrhea

muscle aches

joint pain

dry cough

progressive weakness

People can also catch pneumonia and develop chest pain, bloody sputum and can have trouble breathing
and even sometimes stop breathing.

Other symptoms of tularemia depend on how a person was exposed to the tularemia bacteria. These
symptoms can include ulcers on the skin er mouth, swollen and painful lymph glands, swollen and painful
eyes, and a sore throat.

How Does Tularemia Spread?

People can get tularemia many different ways:
+ being bitten by an infected tick, deerfly or other insect
+ handling infected animal carcasses
s eating or drinking contaminated food or water
s breathing in the bactena, F. tufarensis

Tularemia is not known to be spread from person to person. People who have tularemia do not need to be
isolated. People who have been exposed to the tularemia bacteria should be treated as soon as possible.
The disease can be fatal if it is not treated with the right antibiotics.

How Soon Do Infected People Get Sick?

Symptoms usually appear 3 to 5 days after exposure to the bacteria, but can take as long as 14 days.

October 7, 2003 Page 1of 2
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Key Facts About Tularemia
(continued from previous page)

What Should I Do if I Think I Have Tularemia?

Consult your doctor at the first sign of illness. Be sure to let the doctor know if you are pregnant or have a
weakened immune system.

How Is Tularemia Treated?

Your doctor will most likely prescribe antibiotics, which must be taken according to the directions supplied
with your prescription to ensure the best possible result. Let your doctor know if you have any allergy to
antibiotics.

A vaccine for tularemia is under review by the Food and Drug Administration and is not currently available
in the United States.

What Can I Do Te Prevent Becoming Infected with Tularemia?

Tularemia occurs naturally in many parts of the United States. Use insect repellent containing DEET on
your skin, or treat clothing with repellent containing permethrin, to prevent insect bites. Wash your hands
often, using scap and warm water, especizlly after handling animal carcasses. Be sure to cook your food
thoroughly and that your water is from a safe source.

Note any change in the behavior of your pets (especially rodents, rabbits, and hares) or livestock, and
consult a veterinarian if they develop unusual symptoms.

Can Tularemia Be Used As a Weapon?

Francisella tularensis is very infectious. & small number (10-50 or so organisms) can cause disease. If F.
tularensis were used as a weapon, the bacteria would likely be made airborne for exposure by inhalation.
People who inhale an infectious aerosol would generally experience severe respiratory illness, including
life-threatening pneumonia and systemic infection, if they are not treated. The bacteria that cause
tularemia occur widely in nature and could be isolated and grown in quantity in a laboratory, although
manufacturing an effective aerosaol weapon would require considerable sophistication.

What is CDC Doing About Tularemia?

The CDC operates a national program for bioterrorism preparedness and response that incorporates a
broad range of public health partnerships. Other things CDC is doing include:

+ Stockpiling antibiotics to treat infected people

s+ Coordinating a nation-wide program where states share information about tularemia

+ Creating new education tools and programs for health professionals, the public, and the media.

For more information, visit www.bt.cdc.gov/agent/tularemia, or call the CDC public response hotline
at (888) 246-2675 (English), (888) 246-2857 (Espafiol), or (866) B74-2646 (TTY)

October 7, 2003 Paﬁe 2of 2
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RaAapiATiIoON EMERGENCIES

FREQUENTLY ASKED QUESTIONS (FAQS)

Dirty Bombs

People have expressed concern about dirty bombs and what they should do to protect themselves if a
dirty bomb incident occurs. Because your health and safety are our highest priorities, the health experts at
the Centers for Disease Control and Prevention (CDC) have prepared the following list of frequently asked
questions and answers about dirty bombs.

What is a dirty bomb?
A dirty bomb is a mix of explosives, such as dynamite, with radioactive powder or pellets. When the
dynamite or other explosives are set off, the blast carries radioactive material into the surrounding area.

A dirty bomb is not the same as an atomic bomb
An atomic bomb, like those bombs dropped on Hiroshima and Nagasaki, involves the splitting of atoms
and a huge release of energy that produces the atomic mushroom cloud.

A dirty bomb works completely differently and cannot create an atomic blast. Instead, a dirty bomb
uses dynamite or other explosives to scatter radioactive dust, smoke, or other material in order to
cause radioactive contamination.

What are the main dangers of a dirty bomb?

The main danger from a dirty bomb is from the explosion, which can cause serious injuries and property
damage. The radioactive materials used in a dirty bomb would probably not create enough radiation
exposure to cause immediate serious illness, except to those people whe are very close to the blast site.
However, the radicactive dust and smoke spread farther away could be dangerous to health if it is inhaled.
Because people cannot see, smell, feel, or taste radiation, you should take immediate steps to protect
yourself and your loved ones.

What immediate actions should I take to protect myself?

These simple steps—recommended by doctors and radiation experts—will help protect you and your loved
ones. The steps you should take depend on where you are located when the incident cccurs: outside,
inside, or in a vehicle.

If you are outside and close to the incident

« Cover your nose and mouth with a cloth to reduce the risk of breathing in radieactive dust or
smoke.

+ Don't touch objects thrown off by an explosion—they might be radioactive.

* Quickly go into a building where the walls and windows have not been broken. This area will
shield you from radiation that might be outside.

+ Once you are inside, take off your outer layer of clothing and seal it in a plastic bag if
available. Put the cloth you used to cover your mouth in the bag, too. Removing outer clothes
may get rid of up to 90% of radioactive dust.

+ Put the plastic bag where others will not touch it and keep it until authorities tell you what to
do with it.

March 21, 2005 Paﬂe 1of3
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Frequently Asked Questions (FAQs) About Dirty Bombs
(continued from previous page)

« Shower or wash with soap and water. Be sure to wash your hair. Washing will remove any
remaining dust.
* Tune to the local radio or television news for more instructions.

If you are inside and close to the incident

+ If the walls and windows of the building are not broken, stay in the building and do not leave.

» To keep radioactive dust or powder from getting inside, shut all windows, outside doors, and
fireplace dampers. Turn off fans and heating and zir-conditioning systems that bring in air
from the outside. It is not necessary to put duct tape or plastic around doors or windows.

« If the walls and windows of the building are broken, go to an interior reom and de not leave.
If the building has been heavily damaged, quickly go into a building where the walls and
windows have not been broken. If you must go outside, be sure to cover your nose and
mouth with a cloth. Once you are inside, take off your outer layer of clothing and seal it in a
plastic bag if available. Store the bag where others will not touch it.

+ Shower or wash with soap and water, removing any remaining dust. Be sure to wash your
hair.

* Tune to local radio or television news for more instructions.

s« If you arein a car when the incident happens

+ Close the windows and turn off the air conditioner, heater, and vents.

* Cover your nose and mouth with a cloth to aveid breathing radicactive dust or smoke.

« If you are close to your home, office, or a public building, go there immediately and go inside
quickly.

» If you cannot get to your home or another building safely, pull over to the side of the road
and stop in the safest place possible. If it is a hot or sunny day, try to stop under a bridge or
in a shady spot.

« Turn off the engine and listen to the radio for instructions.

» Stay in the car until you are told it is safe to get back on the road.

What should I do about my children and family?
s If your children or family are with you, stay together. Take the same actions to protect your whole
family.
o If your children or family are in another home or building, they sheould stay there until you are told it
is safe to travel.
s Schools have emergency plans and shelters. If your children are at scheol, they should stay there
until it is safe to travel. Do not go to the school until public officials say it is safe to travel.

How do I protect my pets?
+ If you have pets outside, bring them inside if it can be done safely.
* Wash your pets with soap and water to remove any radioactive dust.

Should I take potassium iodide?

+ Potassium iodide, also called KI, only protects a person's thyroid gland from exposure to radioactive
iodine. KI will not protect a person from other radioactive materials or protect other parts of the
body from exposure to radiation.

+ Since there is no way to know at the time of the explosion whether radioactive iodine was used in
the explosive device, taking KI would probably not be beneficial. Also, KI can be dangerous te some
people.
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Frequently Asked Questions (FAQs) About Dirty Bombs
(continued from previous page)

will food and water supplies be safe?
¢ Food and water supplies most likely will remain safe. However, any unpackaged food or water that
was out in the open and close to the incident may have radioactive dust on it. Therefore, do not
consume water or food that was out in the open.
s The food inside of cans and other sealed containers will be safe to eat. Wash the outside of the
container before opening it.
o Authorities will monitor food and water quality for safety and keep the public informed.

How do I know if I've been exposed to radiation or contaminated by radioactive materials?

+ People cannot see, smell, feel, or taste radiation; so you may not know whether you have been
exposed. Police or firefighters will quickly check for radiation by using special equipment to
determine how much radiation is present and whether it poses any danger in your area.

o Low levels of radiation exposure (like those expected from a dirty bomb situation) do not cause any
symptoms. Higher levels of radiation exposure may produce symptoms, such as nausea, vomiting,
diarrhea, and swelling and redness of the skin.

¢ If you develop any of these symptoms, you should contact your doctor, hospital, or other sites
recommended by authorities.

Where do I go for more information?
» For more information about dirty bombs, radiation, and health, contact:

+ The Conference of Radiation Control Program Directors (CRCPD)
http://www.crcpd.org (502) 227-4543

« The U.S. Environmental Protection Agency (EPA)
http://www.epa.gov/radiation/rert/

+ The Nuclear Regulatory Commission (MRC) http://www.nrc.gov/ (301) 415-8200

+ The Federal Emergency Management Agency (FEMA) http://www.fema.gov/ (202) 646-4600

+ The Radiation Emergency Assistance Center/Training Site (REAC/TS)
http://www.orau.gov/reacts/ (865) 576-3131

+ The U.S. National Response Team (NRT) http://www.nrt.org/

+ The U.S. Department of Energy (DOE)

http://www.energy.gov/engine/content.do 1-800-dial-DOE

For more information, visit www.bt.cdc.gov/radiation, or call CDC at
B00-CDC-INFO (English and Spanish) or 888-232-6348 (TTY).
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RapiaTioN EMERGENCIES

Information about Public Health Issues Related to
Polonium-210 Contamination in the United Kingdom

In November 2006, public health officials in the United Kingdom announced that they would be assessing
individuals who visited several London locations on October 31, November 1, or November 2, for possible
exposure to Polonium-210 (Po-210), a radioactive material. British officials found Pe-210 contamination at
several sites, including the Millennium Hotel Pine Bar, during an investigation related to the death of an
individual from acute radiation poisoning. The Millennium Hotel Pine Bar was closed during the early
morning hours of November 24, 2006. Extensive risk analyses based on environmental measurements
inside the Pine Bar and urine samples of people who were in the Pine Bar have led British authorities to
conclude that no additional persons are at significant risk from exposure to Po-210. However, anyone
who visited the Pine Bar between October 31 and November 24, 2006, may have come in contact with Po-
210. The U.K. Health Protection Agency (HPA) has information about Pe-210 and this event on their

website at www.hpa.org.uk/.

The HPA has identified those people who it considers may have been exposed to Po-210 contamination,
and since December 2006 has been working closely with public health agencies in 48 other countries,
including the Centers for Disease Control and Prevention (CDC) in the United States, to contact people
who may have visited the contaminated sites in London. The CDC, in turn, has been working with state
and local health officials in 20 states to contact about 160 people to inform them about the potential for
exposure and to assess their need for specific testing for Po-210 exposure. As of January 30, all urine test
results for the approximately 17 people who chose to be tested indicate no person had amounts of Po-210
of concern for immediate health effects.

CDC advises that if you have visited the Pine Bar of the Millennium Hotel between the end of October
through its closure on November 24, 2006, and have specific concerns about your health, you should see
your health care provider, who should be able to advise whether further evaluation or testing is needed.
Your health care provider may contact your state health department for additional information on
assessing your Po-210 exposure or contamination. CDC is also available to assist you, your health care
provider, and your state health department in interpreting results of any tests that you and your health
care provider may decide to undertake. (You may call CDC's Radiation Studies Branch at 404/498-1800
or send an e-mail to rsb@cdc.gov .)

The following questions and responses provide some additional information abeout this topic.

What is Polonium 210?

Polonium-210 (Pe-210) is a radicactive material that occurs in nature at very low levels. Although Po-210
can be made in university or government nuclear reactors, it requires expertise to do so. The exposures to
this radicactive material in London are a very rare event. Po-210 emits alpha particles, which carry high
amounts of energy that can damage or destroy genetic material in cells inside the body. Po-210 is used in
some devices to eliminate static electricity in processes such as rolling paper, manufacturing sheet
plastics, and spinning synthetic fibers.

Is Po-210 harmful to humans?

Po-210 is a radiation hazard only if it is taken into the body through breathing or eating or by entering a
wound. This "internal contamination” can cause radiation exposure (irradiation) of internal organs, which
can result in sericus medical symptoms or death. Po-210 is not a hazard to the outside of the body—

Febuag ozi 2007 Paﬁe 1of 2
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Radioisotope Brief: Iodine-131 (I-131)
(continued frem previous page)

neither polonium nor its radiation will go through unbroken skin or membranes. Careful washing will
remove most external traces of Po-210. For more information about contamination and irradiation, see
CDC's fact sheet "Radiological Contamination and Radiation Exposure”
(www.bt.cdc.gov/radiation/contamination.asp).

Are other people at risk if they come into close contact with a contaminated person?

People will not be exposed to radiation just by being near a person who is internally contaminated with
P0-210. Health care workers who are providing care for a contaminated patient will not be exposed to Po-
210 unless they inhale or ingest contaminated bodily fluids. Nermal hygiene practices in hospitals for
micrebial contamination will protect workers frem radiclogical contamination. For more information on
radiation protection for health care workers, see CDC's "Radiological Terrorism: Tool Kit for Emergency
Services Clinicians” (www.bt.cdc.gov/radiation/toolkit.asp).

What should US Citizens do if they were visitors to London between October 31 and November
23, 2006, and are concerned about exposure to Po-2107?

If you were at any of the affected locations and you have specific concerns about your health (see CDC
fact sheet at www.bt.cdc.gov/radiation/ars.asp), see your health care provider, who should be able to
advise whether further evaluation or testing is needed. Your health care provider may contact your state
hezalth department for additional information on assessing your Po-210 exposure or contamination
(www.bt.cdc.gov/radiation/isotopes/polonium/clinician.as

Should you be concerned about possible polonium exposure if you are planning to travel to
London now?

The U.K. authorities have informed CDC that they have undertaken extensive environmental testing in
locations which were of concern. Any areas shown to have contamination of significance are either still
sealed off or have been decontaminated. There is no evidence to suggest that you are at any risk for
radiation exposure or contamination if you are traveling to the United Kingdom.

For more infermation, visit www.bt.cdc.gov/radiation,
or call CDC at 800-CDC-INFO (English and Spanish) or 888-232-6348 (TTY).
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Appendix B. How We Think? CBR Attack Probability

This appendix presents a concept for estimating the probability of CBRN attack. Thisisa
generic and subjective model that can be used as one of several ways of estimating
terrorist intent and capability to use CBRN attack. Sample figures display chemical, TIM,
biological, and [radiological] nuclear threat estimation processes and can apply to
conventional and unconventional threats.

A terrorist with the intent to use WMD will make a methodical study of the target
population and how they think and normally act. Recent incidents of toxic industrial
chemicals and material weaponized with conventional explosives is relatively
insignificant when compared to a full range of terrorist intention to cause catastrophic
effects with a weapon of mass destruction.

What is the threat of WMD attack while deployed, in-transit, and part of an institutional
force. What High Risk Targets (HRT) and Mission Essential Vulnerable Areas (MEVA)
are possible or probable terrorist objectives? What does situational awareness of the
operational environment indicate as likely or most likely targeting? Will aless than likely
target be selected by aterrorist because it is vulnerable to a particular type of WMD and
has identified weaknesses to exploit for attack?

What are the threat advantages and disadvantages of each type of weapon of mass
destruction? Will multiple attacks be planned to occur nearly simultaneous to each other?
Will asingle person penetration of protection measures provide the necessary accessto a
high risk target or mission essential areato indicate attack success?

Targets and objectives relate to timing and intent and capabilities. An installation may
consider large special events such as a 4™ of July celebration or regular congregation of
massed people as lucrative targets. Infrastructure may include water treatment facilities
and associated chemical reservoirs or electrical connections to regional electrical power
grids. Targets may exist outside of institutional or operational forces that would have
crippling effects on the military forces and mission conduct. Examplesinclude seaand air
ports of embarkation and debarkation, transportation transfer points, or temporary staging
and training areas.

Besides physical damage and destruction with kinetic blast effects or toxic chemicals,
biological and radiological contamination can be far more devastating to a target
population. The specter of contagious disease or long term radiation effects on people and
property will be planned by terrorists to cause massive physical and psychological impacts.

The terrorist plans and conducts missions with the expectation of success. What is

achievable by a terrorist will be based on target analysis of what is critical or mission
essential, recognizable, accessible, and vulnerable?
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Glossary

antiterrorism: (AT) (JP 1-02) — Defensive measures used to reduce the vulnerability of individuals and
property to terrorist acts, to include limited response and containment by local military forces.

AOR: Areaof Responsibility

asset (terrorist): A resource — person, group, relationship, instrument, installation, or
supply — at the disposition of aterrorist organization for use in an operational or support role. Often
used with a qualifying term such as suicide asset or surveillance asset. Based upon JP 1-02 asset
(intelligence).

biological agent: (JP 1-02) — A microorganism that causes disease in personnel, plants, or animals or
causes the deterioration of materiel.

biological weapon: (JP 1-02) — An item of materiel, which projects, disperses, or disseminates a
biological agent including arthropod vectors.

CBIRF: Chemical-Biological Incident Response Force.

CBRNE: Chemical, biological, radiological, nuclear, and high yield explosive categories normally
associated with weapons of mass destruction.

chemical weapon: (JP 1-02) — Together or separately, (a) a toxic chemical and its precursors, except
when intended for a purpose not prohibited under the Chemical Weapons Convention; (b) a munition or
device, specifically designed to cause death or other harm through toxic properties of those chemicals
specified in (a), above, which would be released as a result of the employment of such munition or
device; (c) any equipment specifically designed for use directly in connection with the employment of
munitions or devices specified in (b) above.

conflict: (Army) — A political-military situation between peace and war, distinguished from peace by the
introduction of organized political violence and from war by its reliance on political methods. It shares
many of the goals and characteristics of war, including the destruction of governments and the control
of territory. See FM 100-20.

COCOM: Combatant command, that is, command authority. See page 247 footnote of handbook. (JP 1-02)

consequence management: Traditionally, consequence management has been predominantly an
emergency management function and included measures to protect public health and safety, restore
essential government services, and provide emergency relief to governments, businesses, and
individuals affected by the consequences of terrorism. The requirements of consequence
management and crisis management are combined in the NRP.

CONUS: Continental United States

counterterrorism: (CT) Offensive measures taken to prevent, deter, and respond to terrorism.

crisis management: Traditionaly, crisis management was predominantly a law enforcement function
and included measures to identify, acquire, and plan the use of resources needed to anticipate,

prevent, and/or resolve a threat or act of terrorism. The requirements of consequence management
and crisis management are combined in the NRP.
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cyber-terrorism: (FBI) — A criminal act perpetrated by the use of computers and telecommunications
capabilities, resulting in violence, destruction and/or disruption of services to create fear by causing
confusion and uncertainty within a given population, with the goal of influencing a government or
population to conform to a particular political, social, or ideological agenda.

Designated Foreign Terrorist Organization: (DFTO) A politica designation determined by the U.S.
Department of State. Listing as a DFTO imposes legal penalties for membership, prevents travel into
the U.S,, and proscribes assistance and funding activities within the U.S. or by U.S. citizens. From
Patterns of Global Terrorism 2001, U.S. Department of State.

DIRLAUTH: Direct liaison authorized
DHS: Department of Homeland Security
Emer gency Support Functions. (ESF) See National Response Plan (NRP).

failed state: For the purposes of this circular, a dysfunctional state which also has multiple competing
political factions in conflict within its borders, or has no functioning governance above the local level.
This does not imply that a centra government facing an insurgency is automaticaly afailed Sate. If essentia
functions of government continue in areas controlled by the centra authority, it has not “failed.”

force protection: Security program designed to protect Service members, civilian employees, family
members, facilities, and equipment, in all locations and situations, accomplished through planned and
integrated application of combating terrorism, physical security, operations security, persona protective
services, and supported by intelligence, counterintelligence, and other security programs.

force protection condition (FPCON): There is a graduated series of Force Protection Conditions ranging
from Force Protection Conditions Normal to Force Protection Conditions Delta. There is a process by
which commanders at all levels can raise or lower the Force Protection Conditions based on local
conditions, specific threat information and/or guidance from higher headquarters. The four Force
Protection Conditions above normal are:

Force Protection Condition ALPHA --This condition applies when there is a general threat of possible
terrorist activity against personnel and facilities, the nature and extent of which are unpredictable, and
circumstances do not justify full implementation of Force Protection Conditions BRAVO measures. The
measures in this Force Protection Conditions must be capable of being maintained indefinitely.

Force Protection Condition BRAVO --This condition applies when an increased and more predictable
threat of terrorist activity exists. The measures in this Force Protection Conditions must be capable
of being maintained for weeks without causing undue hardship, affecting operational capability,
and aggravating relations with local authorities.

Force Protection Condition CHARLIE --This condition applies when an incident occurs or intelligence
is received indicating some form of terrorist action against personnel and facilities is imminent.
Implementation of measures in this Force Protection Conditions for more than a short period probably
will create hardship and affect the peacetime activities of the unit and its personnel.

Force Protection Condition DELTA --This condition applies in the immediate area where a terrorist
attack has occurred or when intelligence has been received that terrorist action against a specific
location or person is likely. Normally, this Force Protection Conditionsis declared as alocaized condition.

guerrilla warfare: (JP 1-02, NATO) — Military and paramilitary operations conducted in enemy-held or
hostile territory by irregular, predominantly indigenous forces. (See aso unconventiond warfare (UW).

HD: Homeland Defense.

Glossary-2



TRADOC G2 Handbook No. 1.04 20 August 2007

HS: Homeland Security.

Homeland Security Advisory System (HSAS): The advisory system provides measures to remain
vigilant, prepared, and ready to deter terrorist attacks. The following Threat Conditions each represent
an increasing risk of terrorist attacks. Beneath each Threat Condition are suggested protective
measures, recognizing that the heads of Federal departments and agencies are responsible for
developing and implementing appropriate agency-specific protective measures:

Low Condition (Green). This condition is declared when there is a low risk of terrorist
attacks. Federal departments and agencies should consider the following general measures in
addition to the agency-specific Protective Measures they develop and implement: refining and
exercising as appropriate preplanned Protective Measures; ensuring personnel receive proper
training on the Homeland Security Advisory System and specific preplanned department or
agency Protective Measures; and ingtitutionalizing a process to assure that al facilities and
regulated sectors are regularly assessed for vulnerabilities to terrorist attacks, and all
reasonable measures are taken to mitigate these vulnerabilities.

Guarded Condition (Blue€). This condition is declared when thereis a general risk of terrorist
attacks. In addition to the Protective Measures taken in the previous Threat Condition, Federal
departments and agencies should consider the following general measures in addition to the
agency-specific Protective Measures that they will develop and implement: checking
communications with designated emergency response or command locations; reviewing and
updating emergency response procedures; and providing the public with any information that
would strengthen its ability to act appropriately.

Elevated Condition (Yellow). An Elevated Condition is declared when there is a significant
risk of terrorist attacks. In addition to the Protective Measures taken in the previous Threat
Conditions, Federal departments and agencies should consider the following general measures
in addition to the Protective Measures that they will develop and implement: increasing
surveillance of critical locations; coordinating emergency plans as appropriate with nearby
jurisdictions; assessing whether the precise characteristics of the threat require the further
refinement of preplanned Protective Measures; and implementing, as appropriate, contingency
and emergency response plans.

High Condition (Orange). A High Condition is declared when thereis ahigh risk of terrorist
attacks. In addition to the Protective Measures taken in the previous Threat Conditions,
Federal departments and agencies should consider the following general measures in addition
to the agency-specific Protective Measures that they will develop and implement:
coordinating necessary security efforts with Federal, State, and local law enforcement
agencies or any National Guard or other appropriate armed forces organizations; taking
additional precautions at public events and possibly considering aternative venues or even
cancellation; preparing to execute contingency procedures, such as moving to an aternate site or
dispersing their workforce; and restricting threatened facility access to essentia personnel only.

Severe Condition (Red). A Severe Condition reflects a severe risk of terrorist attacks. Under
most circumstances, the Protective Measures for a Severe Condition are not intended to be
sustained for substantial periods of time. In addition to the Protective Measures in the
previous Threat Conditions, Federal departments and agencies also should consider the
following general measures in addition to the agency-specific Protective Measures that they
will develop and implement: increasing or redirecting personnel to address critical emergency
needs; signing emergency response personnel and pre-positioning and mobilizing specidly trained
teams or resources; monitoring, redirecting, or constraining transportation systems; and closing
public and government facilities.

HSPD: Homeland Security Presidential Directive.
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HUMINT: Human intelligence.
HYE: High Yield Explosive.

I[ED: Improvised Explosive Device. Devices that have been fabricated in an improvised manner and thet
incorporate explosves or destructive, letha, noxious, pyrotechnic, or incendiary chemicalsin their design.

insurgency: (JP 1-02, NATO) — An organized movement aimed at the overthrow of a constituted
government through the use of subversion and armed conflict.

international: of, relating to, or affecting two or more nations (Webster’'s). For our purposes, affecting two
or more nations.

JTF: Joint Task Force.

millenarian: Apocalyptic; forecasting the ultimate destiny of the world; foreboding imminent disaster
or final doom; wildly unrestrained; ultimately decisive. (Merriam —Webster’ s)

nar co-terrorism: (JP 3-07.4) Terrorism conducted to further the aims of drug traffickers. It may include
assassinations, extortion, hijackings, bombings, and kidnappings directed against judges, prosecutors,
elected officials, or law enforcement agents, and general disruption of alegitimate government to divert
attention from drug operations.

nation: A community of people composed of one or more nationalities and possessing a more or less
defined territory and government or a territorial division containing a body of people of one or more
nationalities and usually characterized by relatively large size and independent status.

nation-state: A form of political organization under which a relatively homogeneous people inhabits a
sovereign state; especially a state containing one as opposed to several nationalities.

National Incident Management System: (NIMS). See National Incident Management System published
by the Department of Homeland Security, 1 March 2004. The NIMS represents a core set of doctrine,
concepts, principles, technology and organizational processes to enable effective, efficient, and
collaborative incident management. Nationwide context is an all-hazards, al jurisdictional levels, and
multi-disciplines approach to incident management.

National Response Plan: (NRP) The National Response Plan (December 2004) is an al-discipline, al-
hazards plan that establishes a single, comprehensive framework for the management of domestic
incidents. It provides the structure and mechanisms for the coordination of Federal support to State,
local, and tribal incident managers and for exercising direct Federal authorities ad responsibilities.

nuclear weapon: (JP 1-02) — A complete assembly (i.e., implosion type, gun type, or thermonuclear
type), in its intended ultimate configuration which, upon completion of the prescribed arming, fusing,
and firing sequence, is capable of producing the intended nuclear reaction and release of energy.

OPCON: Operational control, that is, transferable command authority. See Appendix H of terrorism
handbook. (JP 1-02).

operations security: (OPSEC) A process of identifying critical information and subsequently analyzing
friendly actions attendant to military operations and other activities to: a. Identify those actions that can
be observed by adversary intelligence systems. b. Determine indicators hostile intelligence systems
might obtain that could be interpreted or pieced together to derive critical information in time to be
useful to adversaries. ¢. Select and execute measures that eliminate or reduce to an acceptable level the
vulnerabilities of friendly actionsto adversary exploitation. Also called OPSEC. (Joint Pub 1-02)
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physical security: That part of security concerned with physical measures designed to safeguard personnel;
to prevent unauthorized access to equipment, installations, material and documents; and to safeguard
them against espionage, sabotage, damage, and theft. (Joint Pub1-02)

POTUS: President of the United States.

Radiological Emitting Device: (RED) A device designed to disseminate radioactive material in order to
cause destruction, damage, or injury by means of the radiation produced by the decay of such material.
RED dissemination techniques can include intense, short duration exposure or progressive, long-term
exposure to radiation.

radiological operation: (JP 1-02) — The employment of radioactive materials or radiation producing
devicesto cause casualties or restrict the use of terrain. It includes the intentional employment of fallout
from nuclear weapons.

setback: Distance between outer perimeter and nearest point of buildings or structures within. Generally
referred to in terms of explosive blast mitigation.

state: A politically organized body of people usually occupying a definite territory; especially one that
iS sovereign.

TACON: Tactical control, that is, command authority with detailed limitations and responsibilities inherent
to operational control. (JP 1-02).

terror tactics: Given that the Army defines tactics as “ the art and science of employing available means to
win battles and engagements,” then terror tactics should be considered “the art and science of
employing violence, terror and intimidation to inculcate fear in the pursuit of political, religious, or
ideological goals.”

terrorism: (JP 1-02) — The calculated use of violence or threat of violence to inculcate fear; intended to
coerce or to intimidate governments or societies in the pursuit of goals that are generally political,
religious, or ideological.

terrorist: (JP 1-02) — An individual who uses violence, terror, and intimidation to achieve aresult.

terrorist goals: The term goals will refer to the strategic end or end state that the terrorist objectives are
intended to obtain.

terrorist group: Any group practicing, or that has significant subgroups that practice, international
terrorism (U.S. Dept of State)

terrorist objectives: The standard definition of objective is—“The clearly defined, decisive, and attainable
aims which every military operation should be directed towards’ (JP 1-02). For the purposes of this
work, terrorist objectives will refer to the intended outcome or result of one or a series of terrorist
operations or actions.

toxic chemical: (JP 1-02) (DOD) Any chemical which, through its chemical action on life processes, can
cause death, temporary incapacitation, or permanent harm to humans or animals. This includes all such
chemicals, regardless of their origin or of their method of production, and regardless of whether they are
produced in facilities, in munitions or elsewhere.

toxin agent: (JP 1-02) — A poison formed as a specific secretion product in the metabolism of avegetable

or animal organism, as distinguished from inorganic poisons. Such poisons can also be manufactured by
synthetic processes.
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toxic industrial biologicals (JP 1-02) Any biological material manufactured, used, transported, or stored
by industrial, medical, or commercia processes. For example: infectious waste and as biological
samples (e.g., biopsies, disease for research). Also called TIB.

toxic industrial chemicals: (JP 1-02) Any chemical manufactured, used, transported, or stored by
industrial, medical, or commercial processes. For example: pesticides, petrochemicals, fertilizers,
corrosives, poisons, etc. Also called TIC; and (National Military Strategy to Combat Weapons of Mass
Destruction) Any chemical substance that can render forces ineffective under normal mission-oriented
protective posture conditions. Primarily an inhaation hazard, but forces can receive dosage through
ingestions or absorption through the skin. NOTE: “Toxic industrial chemicals’ is implied within the
general discussion of the term “chemical agents,” but this term does not apply within the definition of
“chemical warfare agents’ due to their dual-use capability.

toxic industrial material: (JP 1-02) Any toxic industrial material manufactured, stored, transported, or
used in industrial or commercial processes. It includes toxic industrial chemicals, toxic industrial
radiologicals, and toxic industrial biologicals. Also called TIM; and (National Military Strategy to
Combat Weapons of Mass Destruction) Any substance that, in a given quantity, produces toxic effect
in exposed personnel through inhalation, ingestion, or absorption.

toxic industrial radiologicals. (JP 1-02) Any radiological material manufactured, used, transported, or
stored by industrial, medical, or commercial processes. For example: spent fuel rods, medical sources,
etc. Also caled TIR.

transnational: Extending or going beyond national boundaries (Webster's). In this context, not limited to
or centered within asingle nation.

unified command: As aterm in the Federal application of the Incident Command System (ICS), defines
agencies working together through their designated Incident Commanders at a single Incident
Command Post (ICP) to establish a common set of objectives and strategies, and a single Incident
Action Plan. ThisisNOT “unified command” as defined by the Department of Defense.

USNORTHCOM: U.S. Northern Command.

UXO: Unexploded ordnance

VBIED: Vehicle Borne Improvised Explosive Device

WOT: War on Terrorism

WEG: Worldwide Equipment Guide. A document produced by the TRADOC G2 — Threats that provides
the basic characteristics of selected equipment and weapons systems readily available for use by the
OPFOR.

WMD: (JP 1-02) - Weapons of Mass Destruction. Weapons that are capable of a high order of destruction
and/or of being used in such a manner as to destroy large numbers of people. Weapons of mass destruction
can be high explosives or nuclear, biological, chemical, and radiological weapons, but exclude the means of
transporting or propelling the weapon where such meansis a separable and divisible part of the weapon.

WMD-CST: Weapons of Mass Destruction — Civil Support Team
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